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Abstract

This study proposes a method for generating ID preserving synthetic iris database. The
proposed method can be applied in the generation of a synthetic iris database for various iris
recognition tasks. This work successfully combines the main idea of generative adversarial
learning, segmentation, and identification to solve real-world problems. The method produces
synthetic iris images from the segmentation masks given ID information. The segmentation
mask, iris pose, is devised from the input image by using a segmentation network. By doing
this, the ID-preserving iris synthesis method generates an unlimited number of synthetic iris
images by processing the provided input images. The accuracy of the generated iris images is
validated by measuring top-1, top-5, and Area under the Curve (AUC). The SegNet and IDNet
performance was evaluated using class accuracy in terms of precision, recall, and F1-score
alongside the computation model complexity. This study exhibits ease of use, compatibility,
and accuracy in preserving ID information for the generated synthetic images compared to
the other baseline methods. Evaluation results prove the efficacy of this work by comparing
the randomly generated iris images using the current study alongside existing methods.
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1 Introduction

Personal identification is an essential issue in current security applications. Conventional
methods include knowledge-based methods and token-based methods. These methods for
personal identification are still used commonly considering their low cost and convenient
maintainability. However, traditional methods are not reliable enough due to their susceptible
nature in terms of security and user compatibility (knowledge may be forgotten, stolen, or
lost). Therefore, biometrics-based methods have become a dominant research topic in recent
years. Biometrics aims to recognize a person using physiological or behavioral characteristics
such as fingerprints, face, iris, palmprint, gait, and voice.

The iris is the annular part between the pupil and the sclera. The purpose of the iris is to
change pupil size by using the dilator and sphincter muscles to control the amount of light
entering the pupil. Iris has a very complicated texture pattern because of the elastic fibrous
tissue covering it such as freckles, coronas, crypts, stripes, and furrows. The most crucial
point is that the pattern of the iris never changes over a person’s lifetime. The initial studies on
iris pattern recognition by Daugman et al. [10] revealed that an iris pattern has more than 250
degrees of freedom. It means that the probability of two different persons having the same
iris structure is about 1 in 7 billion. Besides, even the two irises of an individual are different,
and the iris pattern is also independent of the genetic constitution. Therefore, some family
members, including the twins possess various iris patterns. Compared with other biometric
features, personal identification based on iris pattern shows high accuracy due to the above-
stated biological observations [53]. Iris identification has many potential applications, such
as national border controls, network security, airports, and cellphone authentication [17].

1.1 Motivation for ID-preserving synthetic iris database

e Theidea of ID-preserving is very crucial in biometric applications in terms of authentica-
tion and authorization. The current study aims to preserve the identity of the iris sample
while synthesis variants of it. For instance, given the distribution of the iris samples,
the proposed framework can synthesize various iris samples, yet the identity of the iris
sample is intact (keeping the source ID unchanged). This will facilitate the growth in
sample size with variants while preserving the ID information.

e A significant progress has been achieved in the vicinity of iris identification algorithms.
Besides, most iris identification algorithms claim a very low false accept rate (FAR) and
false reject rate (FRR). However, none of these algorithms were tested on a large database.
Even though the most famous and prominent public iris database such as CASIA exists,
it only consists of 756 images with 108 identities.

e Experiments on these relatively small databases suffer from the following drawbacks:
first, the actual performance on real-world applications is unpredictable; second, the
algorithms devised based on small databases lack generalization ability. Therefore, there
is an obvious need for a larger public database to evaluate the performance of new iris
identification algorithms and provide more knowledge on essential information about iris
characteristics.

e Itisdifficult to collect numerous amounts of iris images to construct a sizeable real-world
database. The difficulties include close relation with personal privacy concerns and the
efficiency issue in terms of cost and time in assembling a massive database representing
a variety of intra-class variations.

@ Springer



Multimedia Tools and Applications

e One alternative way to cope with the problem is to design a synthetic iris generation
system to construct large databases which can be used by researchers and developers to
evaluate their performances.

The established premise of the problem statement has one significant aspect to consider in
attaining efficiency during the generation of a synthetic iris database; that is “ID preservation”.
In other words, it is crucial that the ID is preserved during the generation of synthetic iris
images.

1.2 Significance of employing collaborative framework

The main pipeline of this collaborative framework is to apply segmentation, identification,
and generative adversarial network (GAN) for the ID-preserving iris synthesis. In order to
generate the pool of iris images, this work utilized the use of synthetic databases in biometrics
is not new and has been previously studied in the context of fingerprints and face biometrics
[43]. The synthetic method should not only generate reliable and diverse irises but also should
be able to preserve the class ID of the identity for the synthetic iris; providing conditional
ID information of the identity. In order to signify the needed conditional ID-preserving iris
generation, the following networks were employed:

e SegNet: estimates a mask from an input eye image, this mask serves as an input for the
novel IrisGAN.

e [DNet: extracts iris features from the anchor image to feed novel IrisGAN to generate
specific iris images, as the goal of iris generation has a condition for preserving ID
information of a given target iris.

e IrisGAN: generates a synthetic eye image corresponding to the input mask fed by the
SegNet and iris features fed by the novel IDNet.

In summary, the main idea of the method is that an input eye image is fed as a template
to the segmentation network to estimate a label mask that consists of pupil, iris, sclera, and
background. Then the mask is utilized as an input of a generator network that constructs
the synthetic eye image while preserving given identity information from the designed iris
identification network. Therefore, our method includes a collaborative framework of SegNet,
IDNet, and IrisGAN. The schematic of these three networks is shown in Fig. 1. The overall
framework of the iris segmentation and generation, shows that there are three parts included
in the system: (1) the multi-class eye segmentation, (2) the iris identification, and (3) the
generation of iris images with ID preserving feature. Each part is interdependent on the
others and cannot work independently. Eye segmentation is the necessary process used by
identification and generation, and iris generation utilizes both segmentation and identification.
First, SegNet [25] estimates a mask from an input eye image; then, IrisGAN generates a
synthetic eye image corresponding to the mask. The goal of iris generation has a condition
for preserving the ID information of a given target iris.

To estimate the performance of the generated synthetic iris images, the outcomes are
evaluated via various experiments: (a) by estimating the cumulative matching characteristic
(CMC) with ID preserving and without ID preserving from IDNet, and (b) by examining the
distributions of genuine and impostor matching score of the synthetic images. Additionally,
global pixel accuracy, each class accuracy, precision, recall, and F1 score is included for
analyzing the model accuracy. Moreover, the model complexity is approximated using the
number of learned parameters in each stage using semantic segmentation challenge metrics.
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Fig. 1 Proposed framework of ID preserving iris synthesis with the combination of SegNet, IDNet, and
IrisGAN

This paper first summarizes previous research on the synthesis of iris generation in Sec-
tion 2. The proposed method is elaborated in Section 3 along with the network architectures
of SegNet, IrisGAN, and IDNet while Section 4 describes the design of the objective loss
function of the proposed framework followed by Section 5 reports the experimental results
and discussion. The conclusion of the study is presented in Section 6.

2 Literature Review

2.1 Synthetic biometric datasets

Synthetic biometrics are relatively new and related research has been vigorously studied in the
last few years. In the fingerprint literature, a software known as SFINGE proposed by Cappelli
et al. [4] has been used to generate synthetic fingerprint datasets that have been included in
many versions of the Fingerprint Verification Contest (FVC) [33-35]. The experimental
results indicate that the performance of competing algorithms on these synthetic datasets
and real datasets is comparable. Also, the software can model the intra-class and inter-class
dynamics of the real dataset with acceptable precision. Similarly, Orlans et al. [44] utilized
the FaceGen software [24] using Viisage FaceTools and 3D Studio Max to develop a face
recognition algorithm.

2.2 Synthetic iris image datasets

There are very few literature precedents discussing synthetic iris image generation [3]. Lefohn
et al. [28] created and rendered the prosthetic iris by stacking several transparent layers
on top of each other modeling a particular iris component, such as stoma, collarette, and
sphincter. Cui et al. [8] used principal component analysis (PCA) and super-resolution for
iris synthesis. Learned eigenvectors from the training data are used to construct a coarse
iris image. Then, the coarse iris images are refined through super-resolution. This work

@ Springer



Multimedia Tools and Applications

evidently is the first research regarding the synthesis of artificial irises in the biometric
domain. To avoid the sampling of a probability distribution, Makthal and Ross [36] used
primitive textural patterns to guide the process of generating synthetic iris images based
on deterministic Markov Random Field (MRF). Zuo et al. [64] developed a “model-based
anatomy-based” approach, which includes generating the 3D fibers in a cylindrical shape
and projecting them onto a 2D field, followed by adding blur effects and eyelids. Wei et al.
[56] used the iris patch as a fundamental element to characterize the visual primitive of iris
texture. Then, the patch-based sampling is applied to the visual primitive to create a synthetic
iris prototype. However, the significant weaknesses of these standard statistical models lie in
their unrealistic visual appearance, high complexity, and procedural heuristics.

2.3 Deep learning object detection models

Recent advancements in deep learning techniques based on neural networks such as CNN
and GANSs have paved the way for generating synthetic datasets in major fields such as
autonomous vehicles [1, 21, 38], biometrics [29], video surveillance [12, 19], machine vision
[20, 27, 30]. Additionally, the need for image-based forensics [31, 50] and biometric appli-
cations is increasing with the advent of technology. In literature, few studies leveraged deep
learning object detection models in the context of self-driving applications. These studies
focused on employing detection models for the scene classification approaches dealing with
the similarities in the scene elements. [40]. Similarly, advanced networks such as SSD-like
object detectors were employed to construct an object detection scenario in an indoor scene
structure [41]. The parallels can be drawn between these object detection models and the
plausible application of such models for the biometric object detection aspects. This could
provide a systematic coarse-to-fine detection approach which is essential for the detection
approach in the context of delicate structures such as iris, face, fingervein etc.

2.4 Deep learning iris detection and synthesis models

There were a few studies focused on gazing at the liveness detection of the iris using cascade
deep learning networks [51] and domain-specific DenseNet features [7]. Besides, the iris
synthetic dataset must also have a strong correlation towards the ID information that the
sample holds as a unique signature. Minaee et al. [37] proposed a deep convolutional gen-
erative adversarial network (DCGA) [47] based synthetic iris method, which can generate
iris images sampled from a prior distribution. Yadav et al.[59, 60] utilized the generative
capability of a relativistic average standard generative adversarial network (RaSGAN) and
Cyclic Image Translation Generative Adversarial Network (CIT-GAN) to synthesize high-
quality images of the iris to analyze its potential for presentation attack detection (PAD). A
novel algorithm, 4DCycle-GAN, was proposed by Zou et al. [63] for expanding the spoof
iris datasets by synthesizing fake iris images in conjunction with textured contact lenses. The
significant weakness of these methods is the same as the traditional approaches in that the
methods cannot preserve the identity of the generated irises, and the quality of the results
is still unrealistic. Tables 1 and 2 present a more detailed comparison between the above-
mentioned methods.
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3 Framework for ID-preserving iris synthesis

The overall framework of ID-preserving iris synthesis shows that there are three parts included
in the system: (1) the multi-class eye segmentation, (2) the iris identification, and (3) the
generation of iris images with ID-preserving feature.

3.1 SegNet for multi-class eye segmentation

Multi-class eye segmentation is the conditional task where a segmented output mask is gen-
erated from an input eye image, and the segmented mask should be conditioned with the
ground-truth one. The discriminator of GAN learns the geometry information from real dis-
tribution, e.g., a pupil is surrounded by an iris, the iris is always within the sclera, and all
three categories are grouped. SegNet incorporates the framework of adversarial learning in
the training stage. Besides, considering memory-and-compute constraints, a Dense U-Net-
Light is provided based on the landmark structure of the segmentation network, U-Net, and it
is applied as the generator in semi-supervised adversarial learning. A discriminator network
tries to distinguish ground-truth mask from the outputs generated by Dense U-Net-Light.
Instead, the Dense U-Net-Light tries to generate as realistic masks as the discriminator can-
not differentiate from the ground-truth masks. Besides, a recursive process is utilized by using
the trained Dense U-Net-Light to translate unlabeled data into noisy labeled data. Then, the
generator is re-trained and utilized to estimate the correct labeled data again. In this study,
we discuss a new approach to multi-class eye segmentation with semi-supervised adversar-
ial learning and massive noisy labeled data. SegNet estimates clear anatomical masks with
high precision and recall compared to the traditional segmentation methods, and this method
(CVLab-CLv2) achieved 4th place in the https://eval.ai/web/challenges/challenge-page/353/
leaderboard/1002 OpenEDS Semantic Segmentation Challenging held by Facebook in the
Workshop of ICCV. Semi-supervised adversarial learning can improve the quality of the seg-
mentation by training the generator to estimate segmentation masks that are indistinguishable
from masks annotated by human annotators. Moreover, the massive noisy labeled data by
annotating unlabeled one can improve the performance of segmentation in advance. Similar
observations are also found in other research [58]. The SegNet workflow and network archi-
tecture are illustrated in Fig. 2. The weight file of Dense U-Net-Light that includes trainable
parameters with float32 data type is less than 1MB.

The upper part of the SegNet in Fig. 2(a) indicates Dense U-Net-Light with semi-
supervised adversarial learning. The bottom part of the SegNet in Fig. 2(a) represents the
trained Dense U-Net-Light applied in the dataset to convert unlabeled data into labeled data.
Even though the labeled data is not entirely clear, the significant volume of labeled with
noise data is helpful to improve the model performance. The network shown in Fig. 2(b)
includes the encoder and the decoder network. For combining coarse features and refined
features, convolutional layers of the encoder and decoder are connected by skip connections.
The dashed red line indicates the addition-skip connection, and the black line represents the
concatenation-skip connection.

For getting a segmentation mask from the multi-class probability map, the position of
probability with maximal is required, and we usually use an argmax function. However,
the problem is that this function cannot be backpropagated. It is impossible to calculate the
gradient from the discriminator to update Dense U-Net-Light. To address this issue, we use
an idea very similar to the soft version of the max function named soft-argmax trick in Fig. 3.
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Fig.2 (a). SegNet for multi-class segmentation. (b).The model architecture of the Dense U-Net-Light
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Fig. 3 Explanation of the soft-argmax trick in adversarial learning. In binary-class segmentation, there is no
need for soft-argmax. However, this is critical for multi-class segmentation with adversarial learning

The soft-argmax function is expressed as follows:
IR
Elx]=) ——-i ()]
i ZJ' e’

where x is the unnormalized score from the network, and i is the index in a vector. Using
the above function, we calculate the normalized probabilities for each x;. The expectation
of this is the sum of the indices multiplied by their respective probabilities. However, this
expectation is weak if there are multiple modes. For raising the max and lowering the other
values, x can be multiplied by an arbitrarily big 8. Therefore, the above equation is redefined
as follows :

Bxi
soft —argmax(x) = Z ¢ 2)

ﬁ .
e
3.2 IDNet for iris identification

As a part of the proposed framework and considering the memory requirements, a relatively
shallow but famous network, ResNet18v2 [14] has been employed for designing an identi-
fication network IDNet. The personal identification information is only considered from the
located iris region of the eye. Therefore, for the input eye image, SegNet is utilized to esti-
mate the segmentation mask that includes pupil, iris, sclera, and background. The iris area is
extracted from the eye image using the estimated mask and mapped into the fixed 200 x 200
as the input of the ResNet18v2. Figure 4 illustrates the architecture diagram of IDNet and
an example of the input image feed into the network. While mapping the iris region into the
fixed size, the ratio between height and width is preserved and resized to be in the center of
an input image.
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Fig.4 Sample image for the input of IDNet. The iris area was extracted using mask information. In the network
architecture of IDNet, the numbers in the block indicate filter size, the number of convolutional filters, and
the stride of convolution. The shape of features after each operation block is also given on the left side of the

block

The objective of the identification task involves a data loss term and a regularization term
which are defined as follows:

N
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where s is the unnormalized score of the network and A,.¢ is a hyperparameter for bal-
ancing the data loss term and the regularization term. The data loss is defined using soft-max
cross-entropy as usual, and the regularization term uses L2 norm constraint. The A, is set
as le=* from the experimental observations.

3.3 IrisGAN for ID-preserving iris synthesis

The proposed framework consists of a forward cycle-consistent and a backward cycle-
consistent network. Each cycle consistently includes aligned and unaligned learning. The
forward cycle enforces the translation from the mask to the eye, while the backward cycle
moves from the eye to the mask. As conditional ID-preservation is essential for the syn-
thetic iris generation, IDNet extracts iris features from the anchor image to feed IrisGAN to
generate specific iris images as shown in Fig. 5. The proposed IrisGAN also applies a cycle-
consistent structure for its unsupervised learning setup. However, the proposed network has
a dual cycle-consistent structure for the adoption of semisupervised learning: one cycle-
consistent structure for supervised learning with aligned data and the other for unsupervised
learning with unaligned data. Because the forward and backward cycle-consistent networks
with aligned data or unaligned data are similar, we only illustrate a forward cycle-consistent
adversarial network with unaligned learning in Fig. 5(a) and a backward cycle-consistent
with aligned learning in Fig. 5(b).

In the forward cycle-consistent adversarial network with unaligned learning, the Syn gy,
network generates a synthetic eye image from a mask image, and this eye image is then
used by the Syn sk network to generate the original mask image in order to learn the
eye mask structures. The input to the eye discriminator network is either a sample eye
image from the real eye data or a synthetic eye image. The objective function for unaligned
learning includes both cycle-consistent and adversarial loss. In the backward cycle-consistent
adversarial network with aligned learning, a synthetic mask image is generated from an eye

S n, S ~ Cyclaconslstent

! 1L e | YNeye

Unahgnea Unahgned L

(/)
sta

Cycle-consistent L Synm J Synm.
Loce e

Syneyelluns)  SYMuss(SYeyelliess)) Sy, SyNuslleye)) SYutaaleye)

@ Iris masking Les Iris masking
&@ Concatenation / \ © Conoalonntlon/

(a) Forward cycle-consistent adversarial network (b) Backward cycle-consistent adversarial network
with unaligned learning with unaligned learning

Fig.5 IrisGAN: ID-Preserving iris synthesis pipeline
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image, and this mask image is employed by the Syngy. network to generate the original
eye image. The mask discriminator is used to distinguish between the synthetic mask and
reference mask images. In aligned learning, a reference image is matched with the synthetic
image to restrain the generated structure of the output. The four switches are simultaneously
employed to control the data flow from the reference image, and these are connected in
aligned learning but disconnected in unaligned learning. It is also important to note that the
Syngye and Syn pqsx networks utilized in the forward and backward cycles share the same
weights.

The synthesis networks Syngye and Synmask in IrisGAN adapt the same architecture
as used in the study reported by Johnson et al. [18], which produced impressive results in
real-time style transfer and single image super-resolution. The network contains two stride-1
convolutions at the beginning and the end, two stride-2 convolutions, nine residual blocks
[14, 15], and two fractionally stridden convolutions with a stride of 0.5. Each residual block
includes two convolutions with 256 filters of size 3 x 3 and a stride of 1. Instance normaliza-
tion [52] and a rectified linear unit (ReLU) [32] activation function follows each convolution
except in the final convolutional layer. The Hyperbolic Tangent (Tanh) activation function fol-
lows the final convolution to guarantee that the output is within [—1, 1]. For the discriminator
networks Disgy. and Disp sk, we use a patch-based GAN (PatchGAN) [16] architecture,
which aims to classify small overlapping image patches as either real or synthetic rather
than whole images. This patch-level discriminator architecture has fewer parameters than a
whole-image discriminator and can emphasize detailed information in local areas. The flow
size of a volume of aligned data is (N, H, W, 2). N is the batch size, H and W are the
image height and width, respectively, and 2 represents a concatenation of the synthetic and
input images. The number of discriminator layers is fixed at five. The network architecture
of IrisGAN is shown in Table 3 where layers marked with IN indicate that the convolution
layer is followed by the instance normalization layer. The ReL.U activation layers are omitted
in the illustration.

Table 3 IrisGAN Network Architecture

Layer Output [Kernel,Stride] Parameters
Convl, IN (Hx W x 64) [7x7,1] 3200
Conv2, IN (H/2 x W/2 x 128) [3x3,2] 73856
Conv3, IN (H/4 x W/4 x 256) [3x3,2] 295168
Residual block1, IN (H/4 x W/4 x 256) [3x3,2] 590080
Residual block2, IN (H/4 x W/4 x 256) [3x3,2] 590080
Residual block3, IN (H/4 x W/4 x 256) [3x3,2] 590080
Residual block4, IN (H/4 x W/4 x 256) [3x3,2] 590080
Residual block5, IN (H/4 x W/4 x 256) [3x3.,2] 590080
Residual block6, IN (H/4 x W/4 x 256) [3x3.,2] 590080
Residual block7, IN (H/4 x W/4 x 256) [3x3,2] 590080
Residual block8, IN (H/4 x W/4 x 256) [3x3,2] 590080
Residual block9, IN (H/4 x W/4 x 256) [3x3,2] 590080
Fractional conv1, IN (H/2 x W/2 x 128) [3x3,0.5] 295040
Fractional conv2, IN (Hx W x 64) [3x3,0.5] 73782
Conv4, Tanh HxWx1) [7x7,1] 3137
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4 Objectives of ID-preserving iris synthesis

The proposed iris synthesis method can target a given personal identity to generate a synthetic
iris image while preserving identity information. While the conventional methods construct
some synthetic images by generating iris codes, our method is different in terms of preserving
ID information. IrisGAN can generate a synthetic iris image using a segmentation mask from
the SegNet and the ID-targeted feature from the IDNet. The objective of ID-targeted IrisGAN
is defined as follows:

Lunsup (SynEyg s SynMgsk s DiSEye s DiSMask) =
Lunsup-adver (SynEye s SYpasic » DisEye » Dispask ) (6)
+ Aeycle * Lunsup-cycle (SynEye s SynMask)
+ Xiden - Lunsup-iden (SynEye , SynMaxk)
where Acycle and Ajgen are hyper-parameters that balance the relative importance of adversar-
ial, cycle-consistent, and iris identification loss.
The adversarial loss has been applied in an unsupervised setup only for the ID-preserving
iris synthesis. The forward and backward mapping are: Syng,, : Mask — Eye and

Synyrase - Eve —  Mask respectively and the discriminators Dispyyasr and Disgye are
expressed as follows:

Lunsup-adver (SYngye » Dis Eye » SYlpgasic» Dis Mask ) =

E Lo ~paata (Isye ) [IOg (Disgye (IEye ))]

+ E Ly~ pia (I, 1102 (1= Diseye (Syngye (A, B)))] )
+ Elp, ~paaa (e ) [log (Dispask (A))]

+ Ely, ~paaa (15 ) 1102 (1 = Disygasic (D))]

where the first two terms are the forward adversarial loss, and the last two terms are the back-
ward adversarial loss. The $* and T™* are the segmentation and identification network. Also,

A= S* (léye), B=T* (I%ye, S* (Igye )) and D = Synpyask (Iéye). The parameters of
the segmentation and identification network are fixed during the training of the ID-preserving
networks.

The forward cycle-consistent network should be able to bring I, back to the original
image, i.e., Ipjask — Syngye (IMask ) = Synpgasi (SynEye (Iptask )) ~ Ipask - Similarly, the
backward cycle-consistent network should extract an image Igy. from the image domain to
satisty Ieye — Symygase (Ieve ) = Syngye (Synmask (IEye )) = IEye - The cycle-consistent
losses are expressed as follows:

Lunmp-cycle (SynEye > SynMask) =
EIEye'\’pdata ([Eye) I:HSynMQSk (SynEye (A’ B)) —A ” 1] (8)

J

where Ly 5up-cycle are the cycle-consistent structures for unsupervised learning. The S* and 7*
are the SegNet and IDNet, respectively. Also, A = S* <Iéye), B=T* (I%ye, S* (I,%ye )),

C =1 (1}, 5" (1}, ) and D = Synuase (1h,.)-

1
+ EIEye ~ Pdata (IEye) I:H SynEye (D)’ C) - IEye
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The iris identification loss is constrained using soft-max cross-entropy function. The loss
is defined as follow:

Liden (Syngye » Synmask ) =

T*(SynEye (A,B),A)y”[z:v
e Eye
E,; —log
Eye~Paata (TEye) ¢ T*(Syngye(A,B),A),
3y el (Bmae B ©
o (Synge (D.0).D)
+E15ye~pdata (Trye ) —log ¢ T*(Syngye(D,C),D);
Zj:] € ’ ’

where, the j is the class index of unnormalized score from 7*(x), the ¢ is the number of
identities, and y indicate the ID of the sampled eye image. Also, A = S* (1 év e), B =

T* (Iéye, S* (Igye )) C=T* (Iéye, S* (Igyg )) and D = Synpask (1115ye>' In summary,
the training objective function can be expressed mathematically as

— .
Syng,, = arg min ~ max
Syngye, SynMask DisEye, Dismask (10)

Lunsup (SynEye , SynMask > DisEye, DiSMask)

where Syngye and Synmask minimize the objective function, while Disgye and Dismask
maximize it.

5 Experimental results and discussions
5.1 Implementation details

The image pool technique was employed [ 16] that updates the discriminator networks Disgye
and Dispzqsk using a history of synthetic images rather than the ones generated by the latest
synthesis networks ensuring the stability of the IrisGAN training process. An image pool
buffer was maintained that stores the 50 previously synthesized images. For ID preserving
iris synthesis, data augmentation was carried out using random horizontal flipping, random
rotation (—5 to 5 degrees rotation), and the random translation of up to 15 pixels in each spatial
dimension in the training images. For iris identification, data augmentation is a commonly
used technique in the classification task. However, in the iris identification, the vertical-axis
flip is not appropriate, and the random translation is also unnecessary for the extracted iris
region. Random brightness and rotation are used for the illumination and rotation invariance.
For the random brightness, the RGB domain of the iris region is firstly converted into the
HSV domain, then the magnitude of the V channel is multiplied by the uniform distribution
of [0.5, 1.5]. Rotation with the uniform distribution of (—15 to 15 degrees) is used for data
augmentation.

IrisGAN is trained with mini-batch stochastic gradient descent (SGD) [49] with a mini-
batch size of 1. All weights are initialized from a zero-centered truncated normal distribution
with a standard deviation of 0.02. All networks are trained with a learning rate of 0.0002
for the first 100, 000 iterations and a linearly decaying rate that goes to zero over the next
100, 000 iterations. Adam optimizer is one of the most pervasive and robust optimizers used
in various field. The model is also optimized using the Adam optimizer [23] with 1 =0.5 and
B2=0.999 as suggested in [47]. The following empirical values are used to train the synthesis

@ Springer



Multimedia Tools and Applications

Table 4 Statistics of the

OPENEDS used for multi-class Category No. of images No. of identities
eye segmentation and iris image Train 7.658 122
synthesis -

Validation 1,220 122

Test 2,440 122

Total 11,318 122

networks: Acycre = 10, Ajgen = 100, and A,., = 0.0001 from the experimental observations.
In the Leaky ReLU, the slope of the leak is set to 0.2. Reflection padding is used to reduce
artifacts instead of zero padding in the convolution layers. The model takes about 5 days to
train for 400, 000 iterations using a single GeForce GTX 1080Ti GPU.

5.2 OpenEDS Dataset

To validate the proposed ID preserving iris synthesis, we conduct extensive quantitative and
qualitative evaluations over OpenEDS (Open Eye Dataset) [11]. The OpenEDS is collected
using virtual reality (VR) head-mounted display mounted with two synchronized eye-facing
cameras under controlled illumination. This dataset includes more than 150 individual par-
ticipants, 12, 759 pixel-level labeled images, and 252, 690 unlabeled images. For the task of
iris identification, the initial training and validation datasets were rearranged. In all cases,
training, validation, and test sets are mutually disjoint. The new separated dataset can be
found in Table 4. OpenEDS includes 122 identities. For each identity, 10 and 20 images
are randomly sampled and used to construct the validation and test set respectively, and the
remaining images are used as the training images. The number of images for each identity
is very different. The statistical information regarding the data distribution is illustrated in
Fig. 6. Three identities have more than 150 samples. However, the identity number 98 has
only 37 images. Apart from 30 samples for the validation and test combined, the training
data for this identity is only seven samples in total.

225

200

Num. of samples

0 20 40 60 80 100 120
Person ID.

Fig.6 The number of images for each identity. The number of images has high variance
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Besides significant reflection and illumination changes on the small iris region, the limited
amount of data for certain identities presents a huge challenge for accurate identification.
Several sample images of OpenEDS are shown in Fig. 7. The dataset even includes some
participants with eyeglasses. The reflections on the iris from the eyeglasses make it very
challenging for the semantic segmentation and personal identification task.

5.3 Evaluation Metrics

The iris identification accuracy is evaluated by the top-1, top-5 accuracy, and the Area Under
the Curve (AUC) over the Cumulative Matching Characteristic (CMC) curve [9]. The con-
dition of ID preserving iris is also evaluated by the top-1 accuracy, the top-5 accuracy, and
AUC over the CMC curve. Measurement of realism is also another essential issue. The gen-
erated image quality is measured using Frechet Inception Distance (FID) [13] score, the FID
compares the statistics of the generated synthetic samples against the real samples:

FID =, —p, P+ | Y+ 2 3% (1n

where i, i, >, and > represent the statistics of two distributions and 7} is the trace of
the co-variance matrix (3., + Y, =2/, ).

Fig.7 Sample images of OpenEDS dataset. Annotation involves pupil (yellow), iris (green), and sclera (cyan).
The background indicates by violet
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Table 5 Top-1, Top-5 and AUC for iris identification on OpenEDS dataset

Category Training accuracy ~ Validation accuracy ~ Test accuracy
Top-1  Top-5 AUC

IDNet without data augmentation ~ 100.00 80.41 68.89 8939 0977
IDNet with data augmentation 99.88 89.34 80.04  93.07 0.982

The segmentation algorithm requires an accurate estimation of each class in 2D images,
typically per-pixel segmentation into the key eye regions: the pupil, the iris, the sclera, and
the background. The practical and ideal algorithm should be accurate, robust, extremely
power efficient, and possible in real-time processing for the embedded system. Therefore,
we evaluate both the accuracy of the model and approximate the complexity using the number
of learned parameters in the stage. This metric follows the OpenEDS Semantic Segmentation
Challenge; it is defined as follows:

M =0.5 (P 4+ min <1, é)) (12)

where 0 < P < 1 measures model accuracy as defined by the un-weighted mean intersection-
over union (mloU) score over all classes, and S > 0 measures the model complexity,
as defined by the number of learned model parameters in the test stage, measured in
the unit of model-size in MB. More precisely, model size in MB will be computed as
S = number of learned model parameters x 4(floating point) /(1024 x 1024).

Moreover, global pixel accuracy, each class accuracy, precision, recall, and F1 score are
included for analyzing the model accuracy. The definition of the accuracy, precision, recall,
and F1 score is given as follows:

TP+TN
Accuracy = (13)
TP+FP+FN+TN
o TP
Precision = ——— (14)
TP+ FP

e I Y oo L il

95

920

85

Identification Accuracy

801+
751

= Standard
Standard with data augmentation

70

0 10 20 30 40 50 60 70 80 920 100 110 120
Rank

Fig.8 CMC curve of iris identification on OpenEDS dataset
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Pix2pix with
iris constraint

Input Mask CycleGAN Pix2pix IrisGAN

Input Mask CycleGAN Pix2pix .F.’ix2pix Wit.h IrisGAN
iris constraint

Fig.9 Qualitative results of ID preserving IrisGAN
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TP
Recall = ———— (15)
TP+ FN
2 x (Recall x Precision)
Flscore = (16)

Recall + Precision

where TP, FP, FN and TN indicate true positive, false positive, false negative, and true
negative, respectively. Iris identification is the closed recognition system.

5.4 Experimental results

The purpose of IDNet is to extract ID-preserving features from the iris to provide to IrisGAN.
An ablation study was put forward to understand the effect of data augmentation during
the training stage. Two sets of samples were separated and one set is subjected to random
illumination and rotation during the training stage and another set is just used as it is for the
training. For the random brightness, the RGB domain of the iris region is firstly converted
into the HSV domain, then the magnitude of the V channel is multiplied by the uniform
distribution of [0.5, 1.5]. Rotation with the uniform distribution of (—15 to 15 degrees) is
used for data augmentation. Table 5 and Fig. 8 demonstrate the performance of the IDNet.
Top-1 and top-5 accuracy of IDNet without or with data augmentation are 80.04 and 93.07
respectively. The AUC score improves from 0.9771 to 0.9816 after doing random illumination
and rotation during the training stage.

A segmentation mask estimated from SegNet becomes an input to the ID preserving
IrisGAN, and the IrisGAN tries to generate a new iris image while keeping a given ID
from another input iris. The input images, the estimated masks, and generated iris images are
represented in Fig. 9. The given ID is randomly selected from the test set, and all the generated
iris images in Fig. 9 are constructed using the same ID of the identity. We observe that the
generated iris images correspond to the input mask states appropriately, and the proposed ID
preserving IrisGAN can generate a massive number of iris images at no cost. It will be of
significant benefit in both developing and evaluating the iris recognition algorithms.

Input Mask IrisGAN Input Mask IrisGAN Input Mask IrisGAN

Fig. 10 Segmentation results based on semi-supervised adversarial learning on validation of OpenEDS dataset

@ Springer



Multimedia Tools and Applications

Input Mask Input Mask IrisGAN

IrisGAN Input Mask IrisGAN

Fig. 11 Bad examples using our method on validation of OpenEDS dataset

To examine the multi-class eye segmentation capability of the proposed framework, a set of
iris samples with diverse levels of difficulties is employed. The results using semi-supervised
adversarial learning for the multi-class eye segmentation are given in Fig. 10. Also, Fig. 11
shows some bad cases for the segmentation. Even though there are various reflection and
illumination situations, our method can robustly detect the pupil, iris, and sclera. The failure
cases mostly happen when occlusion with eyelid and eyelash.

Table 6 demonstrates the comparative results for conditional ID preserving generation
of synthetic irises. The top-1, top-5, and AUC are measured by using 1, 440 synthetic iris
images while selecting random ID from the data set. CycleGAN [62], Pix2pix [16], and
Pix2pix [16] with iris constrain are utilized to compare with the proposed method. The mean
and standard deviation are included for five trails. The proposed method has a higher ID
preserving characteristic compared with baseline methods. The top-1 and top-5 accuracy
achieve 21.842 and 79.234, respectively. Fig. 12 gives comparison results with baseline
methods for ID preserving iris synthesis using CMC curve.

Distributions of matching distance are shown following figures, which are evaluated using
the features extracted from the last layer of the identification network. All the possible
combinations are illustrated in Table 7. The distribution of matching distance for genuine
matching between the live and synthetic iris generation using the same live iris image is
shown in Fig. 13(A). The distribution of matching distance for genuine matching between
live and synthetic iris generation using the different live iris images is shown in Fig. 13(B).
The distribution of matching distance for genuine matching between the synthetic iris and
synthetic iris is shown in Fig. 13(C). Figure 13(D) shows the distribution of matching distance

Table 6 Comparison results for conditional ID preserving generation of synthetic irises

Model FID Test accuracy

Top-1 Top-5 AUC
Zhu et al. [62] 42.58+£3.23 5737 £0.652 18.182 £ 1.571  0.6891 £0.0158
Isola et al. [16] 54944+4.18 8.146£0.735  23.382+0.972 0.7303 £ 0.0092
Isola et al. [16] with iris constrain ~ 45.11 £3.18  6.558 4= 0.442 19.974 £ 0.510  0.7073 £ 0.0069
Proposed method 48.43+442 21.8424+0.693 49.234+£1.205 0.8503 + 0.0082

The means and standard deviations are presented for the five trials
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Cumulative Matching Characteristic (CMC) Curve

Identification Accuracy

—— CycleGAN

15 Pix2pix

= Pix2pix with iris constrain
= 1D preserving iris synthesis

0 10 20 30 40 50 60 70 80 % 100 110 120
Rank

Fig. 12 Comparison results with baseline methods for ID preserving iris synthesis using CMC curve

for imposter matching between live and synthetic iris. Fig. 13(E) illustrates the distribution
of matching distance for imposter matching between the synthetic iris and synthetic iris.

The multi-class eye segmentation results are evaluated on the test server of the OpenEDS
Semantic Segmentation Challenge. Therefore, the test data is not approachable. In semantic
segmentation, the model accuracy and model complexity were considered at the same time.
The original U-Net architecture [48] has been analyzed, revised, and trained as the Dense
U-Net-Light with semi-supervised adversarial learning.

Table 8 demonstrates the comparison results for the improvement of our method. The
original U-Net structure is too cumbersome for the task, and it is not suitable for the embedded
system. Therefore, the number of convolutional filters is reduced by half each time, and
we represent C1/K. The compressed versions of the U-Net from C1/2, C1/4, and C1/8,
the mloU is not changed too much. However, the accuracy of U-Net with C1/16 drops
sharply. The Dense U-Net-Light is constructed based on the U-Net C1/8. Because of the dense
connections, the accuracy of the Dense U-Net-Light with supervised learning improves a lot.
Based on adversarial learning, the network studies anatomical structure from the ground
truth to improve from 94.380 (mloU) to 94.597 (mloU) by reducing false positives. The

Table 7 Combinations of matching distance

Category Reference Test Number of combinations
Live Live Clyy - €3y =5.490
Genuine Live Synthesis from same live C 1122 -C 110 =1,220
Live Synthesis from different live C1122 . Cll0 . C9l = 10, 980
Synthesis Synthesis C1122 . C%O = 5,490
Imposter Live Live C 1222 -C ]10 -C ]10 = 738, 100
Live Synthesis €}, - Cly-Cly =738, 100
Synthesis Synthesis €}, - Cly-Cly =738, 100
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= Imposter: ive to live
== Genuine: live to live
= Genuine: live to synthesis from the different live

= Imposter: live to ive
= Genuine: lve to live
= Genuine: ive to synthesis from the same live

Matcing Dstance.

Mtcing itace
(A) Distribution of matching distance for genuine matching between (B) Distribution of matching distance for genuine matching between
live to synthetic iris generation using the same live iris image live to synthetic iris generation using the different live iris image

= imposter: live to live
= Genuine: live to live
= imposter: live to synthesis

o007 == imposter: live to ive
= Genuine: live to live
= Genuine: synthesis to synthesis oo0s

o001

[ 200 400 600 00 1000 o000 ] 200 400 600 800 1000
tchingDstance MateingDitance
(C) Distribution of matching distance for genuine matching between (D) Distribution of matching distance for imposter matching between
synthetic iris to synthetic iris live to synthetic iris

= Imposter: live to live
o006 = Genuine: live to live
= Imposter: synthesis to synthesis

o Matching Distance.
(E) Distribution of matching distance for imposter matching between
synthetic iris to synthetic iris

Fig. 13 Distributions of matching distances

mloU of network training with semi-supervised adversarial learning increases to 94.900. We
speculate that the improvement is caused by the discriminator, observing more generated
results of unlabeled images to promote capability. Then the discriminator delivers more
precise feedback to the generator, Dense U-Net-Light. Besides, training with massive labels
with noise data can improve performance in advance. However, the effect is limited. The
comparison result with other methods is also given in Table 9.

6 Conclusion

In this paper, a method of ID-preserving iris synthesis is proposed to prove that it can be
applied in the generation of synthetic iris databases for various iris recognition applications.
This work successfully combines the main idea of generative adversarial learning, segmen-
tation, and identification to approach the problem statement of ID-preserving synthetic iris
generation. IrisGAN produces synthetic iris images from the segmentation masks given ID
information. The segmentation mask, iris pose, is decided from the input image by using
SegNet. By doing this, ID preserving IrisGAN generates an unlimited number of synthetic
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iris images by changing input images. The generated iris images are validated by measuring
top-1, top-5, and AUC. The SegNet and IDNet performance was evaluated using class accu-
racy in terms of precision, recall, and F1-score alongside the computation model complexity.
This study exhibits ease of use, compatibility, and accuracy in preserving ID information
for the generated synthetic images compared to the other baseline methods. Additionally,
the shortcomings of the current study were reported with possible future directions toward a
better iris synthesis approach.

7 Limitations

The proposed technique for ID preserving iris synthesis has the following limitations:

1. The experiments corresponding to the ID preserving iris synthesis were carried out specif-
ically on the OpenEDS dataset; however, further datasets such as CASTA-iris-fake [61],
ND-IRIS-0405 [45], and UBIRIS.v2 Database [46] are required to be investigated.

2. The performed experiments are targeting a single iris domain in terms of ID-preserving
iris synthesis; however, various domains such as cosmetic contact lenses, and printed
eyes are yet to be explored in the context of this study.

3. The proposed method validated the iris recognition and ID preserving sample synthesis
with limited metrics pertaining to a specific dataset; however, the need for employing
multiple metrics [3] on diverse datasets is still in progress for future work.

4. The proposed study used a single network architecture to perform the iris recognition;
however using various neural network architectures and refining the better-performed
architecture may produce the best results [60]

5. The interdependency of the IDNet and IrisGAN must be explored in a deeper sense to
put forward a better approach toward identification.

8 Future directions

1. In the future, usage of different domains for iris synthesis may assist the improvement
in overall results on the extended datasets.

2. Various datasets for iris recognition can be used to improve the diversity and aid in the
critical validation of the proposed framework.

3. The future study aims to employ the synthetic iris generation system on various iris
types based on age, quality, and disorientation; thereby, evaluating the performance of
the proposed framework w.r.t several metrics in the context of iris recognition task [3].

4. A comparative study on ID preserving iris generation [39] and presentation attack detec-
tion [60] w.r.t diverse metrics can be carried out as a future study which may reveal
critical findings in the research domain.

5. Also, the identification networks must be refined so as to consider the state-of-the-art
physical adversarial and presentation attacks [5, 6, 54, 55] that pose a threat to the
identification accuracy and also extend the IDNet to cater the multi-modalities such as
the face [42, 57], iris, and finger-vein with single ID preserving information.

6. Additionally, alternative approaches such as vision-based transformer attention networks
to the SegNet component must be explored in detail.
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